
 

SHA 2017 proposal  
Hack North Korea  

North Korea, bordered by South Korea and China, as seen at night from recent satellite 
photos. 

HRF began its on-the-ground work in North Korea by partnering with defector and pro-
democracy activist Park Sang Hak and his organization, Fighters for a Free North Korea 
(FFNK), to launch weather balloons carrying information over the border in 2013. In January 
2014, HRF and FFNK completed a successful balloon launch that carried transistor radios, 
USBs loaded with the complete Korean language Wikipedia, DVDs, and 500,000 pro-
democracy leaflets over the border. The launch was covered widely by international media, 
and HRF described its new initiative in The Atlantic. 
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In 2014 HRF hosted Hack North Korea, a gathering of  Bay Area technologists, investors, 
engineers, designers, activists and North Korean defectors that aimed to spark new ideas for 
getting information into the world's most closed and isolated society. At SHA 2017 HRF 
would like the participants to build on this existing knowledge and brainstorm new and 
innovative ways of  getting information past the North Korean regime’s information blockade. 

Breaking an Information Monopoly.  
The World’s Most Isolated and Repressed People.  

The government of  the Democratic People’s Republic of  Korea has been systematically violating 
the human rights of  the North Korean people for more than six decades under the rule of  the 
Kim dynasty. The regime is widely accepted as the most totalitarian on the planet. Dictator Kim 
Jong Un and his inner circle of  military elite do not allow for independent journalism, any type of  
political opposition, religious freedom, or the existence of  civil society. Those who defy the Kim 
regime are tortured, rounded up in massive city-sized labor camps , and often publicly executed. 

The North Korean state imposes a form of  collective punishment in which up to three 
generations of  offenders’ families are also imprisoned in the country’s vast network of  gulags. The 
regime forces its 25 million citizens to inform on each other, creating a climate of  fear and 
extreme distrust. The country is hermetically sealed off  from the outside world: while other 
regimes oppress dissidents and censor the internet, North Korea has no dissidents and no 
internet. Each year, thousands of  North Koreans risk their lives by trying to escape across the 
country’s northern border, across a river heavily patrolled by armed guards, into China. In March 
2014, the United Nations released a detailed report on North Korea, stating that the 
government’s crimes against humanity “have no parallel” on earth today. 
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For decades, the North Korean government has used violence to impose a monopoly on 
information within the country. While the government’s grip is slowly slipping, the possession of  
the smallest amount of  subversive material remains forbidden. Thanks to the tireless efforts of  
defectors and the growth of  the country’s black market , an increasing amount of  outside 
information and culture is now reaching ordinary North Koreans. Some human rights groups, 
like North Korea Strategy Center, rely on trade and smuggling routes to get equipment—such as 
radio transmitters, cell phones, MP3 players, laptops, and USB drives—across the Chinese border 
and onto the black market. Others, like Park Sang Hak’s Fighters for a Free North Korea, launch 
balloons over the South Korean border, carrying leaflets and foreign film DVDs through the sky. 
Others send informational radio broadcasts from abroad. 

Current Technology Landscape 

Today, it is estimated that every North Korean household has at least one secret item—usually a 
radio or TV set—which is altered to be able to pick up South Korean or Chinese broadcasts. A 
recent study found that, of  the 25 million people in North Korea, two million own cell phones. 
Many more have access to cell service, since as social trust builds, illegal phones are often shared 
among family members or close friends. One survey found that 27% of  North Koreans listen to 
foreign radio broadcasts. Although radio signals are often jammed in Pyongyang, travelers to 
North Korea have found that signals in regions outside the capital are not usually blocked. 

To give you a general idea of  usability, one report states that 74% of  North Koreans have access 
to a TV, 46% to a DVD player, 42% to a radio, 38% to a cassette player, 25% to a VCD player, 
16% to a computer, 14% to a mobile phone, and 8% to an MP3 player. The practice of  sharing 
equipment is becoming more common as social dynamics change and trust accumulates. 
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The Impact of  Foreign Culture and Markets 

According to reports by defectors, TV shows and movies showing elements of  Western and South 
Korean pop culture are very popular inside North Korea. The world depicted in these videos 
stands in stark contrast to the lives of  ordinary citizens and shows a completely different reality 
than the one portrayed in the Kim regime’s propaganda. According to Park Yeonmi at the think 
tank Freedom Factory, change is already happening from within, triggered by easier access to 
contraband. Younger North Koreans, known as the “Black Market Generation,” have grown up 
after the deadly famines of  the 1990s, in a new time period in which the government has had no 
choice but to allow illegal markets to operate.  

As North Koreans begin to rely on their fellow citizens , rather than the government, for goods 
and services, social change occurs on the grassroots level. The Kim dictatorship relies on isolation 
and absolute control to maintain its rule. But when ordinary North Koreans browse an offline 
Korean-language Wikipedia or watch a Bollywood DVD, they begin to see the regime’s 
propaganda as lies. By questioning their reality and the government’s control, change from inside 
North Korea becomes inevitable. North Korean defectors and refugees believe that change in the 
country must come from within, and can only come from a more educated population. The aim 
of  HRF’s Hack North Korea is to help people like you connect with North Korean experts to 
come up with new and more efficient ways of  getting information inside 
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HRF at SHA 2017 - Using Technology to Help Liberate North Korea 

Hack North Korea and Flash Drives for Freedom 

HRF North Korea Program team will prepare a presentation to educate SHA 2017 
participants about how information is currently brought into the tightly controlled closed 
regime—whether via leaflets dropped by helium-nitrogen balloons, on USB drives and DVDs, 
or by shortwave radio. The session will explore how individuals and organizations can 
improve current techniques to hack the regime’s information monopoly and accelerate the 
influx of  outside information. The participants will then build on this existing knowledge and 
brainstorm new and innovative ways of  getting information past the North Korean regime’s 
information blockade. Join this conversation to learn how technology is leading an 
information revolution in the struggle for a free North Korea. 

We’ll focus on three major questions:  
	 1.How has the recent influx of  culture and information changed the way ordinary 
	 North Koreans live and relate to one another? 
	 2.How can we more effectively get outside news and information into North Korea? 
	 3.How can new technology be utilized to hack the North Korean regime’s information 
	 monopoly? 
	  

HRF continues to look for more ways to support technologies and initiatives that are 
disrupting the North Korean regime's information monopoly. Here’s the thing: flash drives 
aren’t an obsolete technology. They are vital conveyors of  information for millions of  people 
around the world--especially people living in North Korea. In the world’s most closed society, 
flash drives are valuable tools of  education and discovery. In a society without internet, with 
total government censorship, and with no independent media, North Koreans rely on these 
little pieces of  plastic. Filled with films, books, and internet content, they are windows to the 
outside world. 

Some North Koreans have escaped their country’s dictatorship and found freedom in South 
Korea. There, they have established civil society groups dedicated to sending information, 
culture, truth, and knowledge back to their families, friends, and neighbors. 

Human Rights Foundation would like to collect flash drives donated by the SHA 2017 
community to give to these North Korean, refugee-led organizations. Each year, these groups 
collectively smuggle fewer than 10,000 flash drives. They could send many more, but are 
limited by the fact that they have to purchase the drives on the internet at retail cost. By 
gifting them drives, Flash Drives for Freedom allows them to focus in 2017 on programs and 
future work rather than spend time and money on purchasing equipment.
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